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Phishing, open ports and
common system vulnerabilities

are the root causes of

over 90%

of ransomware attacks.

FIND OUT IF YOU'RE VULNERABLE TO RANSOMWARE
BEFORE A HACKER LETS YOU KNOW.

GLOBAL SPECIALTY .
CYBER RIS

Ransomware remains one of the biggest cybersecurity threats facing businesses today. As a

policyholder of The Hartford, select commercial insureds can take advantage of The Hartford’s

Ransomware Mitigation Suite to help assess your organization’s ransomware risks, remediate

vulnerabilities known to result in ransomware attacks and help prevent potential ransomware incidents.

THE HARTFORD’S RANSOMWARE MITIGATION SUITE

HOW IT WORKS

} Step 1 - Request access to The Hartford’s
Ransomware Mitigation Suite today.

} Step 2 — Meet Your Breach Coach

Receive a complimentary 1-hour
ransomware consultation with a data
privacy/cybersecurity “breach coach.”

After registering, you'll be contacted via email
by a pre-approved data privacy/cybersecurity
“breach coach” within 1-2 business days.

This 1-hour complimentary introduction
and consultation also includes:

» Overview of the latest ransomware
types

» Description of the most common
ransomware attack vectors

» Recommendations for ransomware
prevention

» Answers to your cybersecurity/data
privacy questions

You can later contact this breach coach
should your organization ever need
assistance with a potential ransomware
attack or other cybersecurity incident.

The Buck’s Got Your Back®

} Step 3 — Identify Your Organization’s

Cyber Vulnerabilities

Receive a complimentary BitSight
Security Ratings Report, platform
access and consultation via email.

After registering, you'll receive an email
invitation to the BitSight platform and
your customized Ratings Report within
1-5 business days

Your organization can utilize this Ratings
Report to identify potential security
vulnerabilities your organization faces today

After receiving your BitSight access and
report, a dedicated BitSight Customer
Success Manager (CSM) will contact you
via email to discuss the report and answer
any questions

IMPORTANT - Telecom and Other Service
Providers ONLY:

With the help of your assigned BitSight
CSM, log in to BitSight and ‘self-publish’
your company’s network footprint.

THE
HARTFORD


https://cybercenter.thehartford.com/ransomware-mitigation-suite
https://www.bitsight.com/
https://ewcstatic.thehartford.com/thehartford/the_hartford/files/MM/bitsight-self-publish-guide.pdf
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} Step 4 — Understand and Remediate Your } Step 5 — Reduce Your Organization’s Risk to

Organization’s Cyber Vulnerabilities

Receive a complimentary 1-hour third-party
Cybersecurity Remediation and Improvement
Consultation. (OPTIONAL)

* If your organization needs assistance understanding
and remediating cyber vulnerabilities highlighted
within the cyber insurance application process or within
your organization’s BitSight report, you also have the

Social Engineering and Phishing

Receive access to industry-leading Security
Awareness Training for your employees.
(OPTIONAL)

You also have the opportunity to request a a complimentary
Security Awareness Training consultation and receive
access to discounted rates for employee training on
cybersecurity risks and prevention, phishing tests and

opportunity to request a complimentary consultation other resources

with a third-party IT security expert firm. * Once your request is submitted, you'll be contacted by

Simply fill out this form for help achieving application a dedicated expert at KnowBe4 to set up a time for your
compliance complimentary Security Awareness Training consultation
* To request your complimentary KnowBe4 consultation at

Once your request is submitted, you'll be contacted via any time, simply fill out this form

email by a third-party IT security expert firm to set up a infoknowbe4.com/kmsat consultation hartford

time for your complimentary consultation which includes
the following:

» Deep dive review of the BitSight report findings and
cyber risk/ransomware application questionnaire

» Discussion of initial remediation plan recommendations

» Assistance with remediation prioritization

» Explanation of discounted IT security hardening
services available to address vulnerabilities identified
within the BitSight Ratings Report and The Hartford’s
cyber risk/ransomware application questionnaire

» Continued program management, monitoring and state
of compliance assistance for future cyber coverage
renewal success

PROTECT YOUR BUSINESS.
Request access to The Hartford’s Ransomware Mitigation Suite today.

THE
HARTFORD

Business Insurance

! https://www.coveware.com/blog/2022/2/2/\aw-enforcement-pressure-forces-ransomware-groups-to-refine-tactics-in-q4-2021

Third-party service providers discussed herein, though not affiliates of The Hartford, are pre-approved by The Hartford to provide cyber-related services. You are not required to avail yourself of their Employee Benefits

services. Sharing any information with any such vendor is at your sole discretion. References to any vendor are provided for your convenience only and are not intended as a substitute for your own due Auto
diligence and selection of vendors to suit your company’s needs. The vendors are independent contractors that charge their own rates. Discounted third-party service rates offered by any vendor are not
offered by The Hartford, nor on any premium for a policy of insurance. Any such vendor discount is subject to change without notice and is not guaranteed by The Hartford. The Hartford does not warrant Home

the performance or services of the vendors or their websites. The Hartford assumes no responsibility for the control, correction or legal compliance of your cyber security measures or other business
practices and operations. Notice of any claim, act, fact or circumstance to a vendor does not constitute notice thereof to The Hartford. Approved vendors are current as of December 2022 and may change
at our discretion at any time, with or without notice.

The Hartford does not offer or provide third-party services and cannot make any claims or promises that use of those products or services will result in lower cyber losses. All such products and services
are provided by third-party services.

The Hartford Financial Services Group, Inc., (NYSE: HIG) operates through its subsidiaries, including underwriting company Hartford Fire Insurance Company, under the brand name, The Hartford®, and is
headquartered at One Hartford Plaza, Hartford, T 06155. For additional details, please read The Hartford’s legal notice at www.TheHartford.com.
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https://abacode.com/hartford-review?utm_source=hartford&utm_medium=data_sheet&utm_campaign=hartford_referral
https://info.knowbe4.com/kmsat_consultation_hartford
https://cybercenter.thehartford.com/ransomware-mitigation-suite
https://www.TheHartford.com

