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CYBER SERVICES

PORTFOLIO

THE NIST CYBERSECURITY
FRAMEWORK FORMS THE
BASIS OF OUR APPROACH
TO CYBER RISK:

Identify

lgé,l) Recover

A HOLISTIC APPROACH TO CYBER RISK

As a policyholder of The Hartford, your organization has access to cybersecurity
best practices and resources, as well as employee training and education to help
reduce your organization’s risk while ensuring delivery of its critical services.

1 Identify Your Risks

BitSight Security Ratings

These ratings measure an organization’s cybersecurity performance based
on objective, verifiable information. BitSight is the most widely adopted
security ratings platform in the world. Complimentary for all policyholders
of The Hartford. More»

Consultation with a Data Privacy and Cybersecurity Attorney

Help your organization review and prioritize its privacy and cybersecurity
strategy with help from select law firms. Complimentary for all policyholders
of The Hartford. More»

Third-Party Vendor Contract Review

Privacy and cybersecurity legal experts will review your possible
exposures from third-party vendors. Available from select law firms
at a discounted rate. Your first review is free. More»

THE
The Buck’s Got Your Back® HARTFORD


https://www.bitsight.com/hartford-referral
https://cybercenter.thehartford.com/breach-coach-form
https://cybercenter.thehartford.com/contract-risk

Protect Your Organization

KnowBe4 Security Awareness Training

A leader in security awareness, KnowBe4 will train your
employees and provide phishing tests. As a policyholder
of The Hartford, you qualify for a discount on these
services. More»

The Hartford Cyber Center

Our digital cyber risk management portal provides
sample policies, research tools, cyber and privacy
industry publications, as well as the latest cyber
intelligence - free to policyholders. More»

Cyber Advisories and Exclusive Webinars

As apolicyholder of The Hartford, you'll receive periodic
cyber advisories and exclusive cyber and privacy webinars
by registering for The Hartford Cyber Center. More»

Detect Threats

24/7 Fully Managed Threat Detection with Arete

The Hartford’s 24/7 Cyber Claims Hotline will
guide you through the initial steps to take after a
breach, and help you navigate through the incident
response and recovery processes, whether or not
your claim is compensable. After a breach or other
incident, contact these resources immediately:
) FirstResponse Hotline:

800-370-0605

) FirstResponse Email:
FirstResponse@thehartford.com

The Hartford’s CyberChoice First Responders

Consult an experienced panel of professionals with
deep cyber and breach response expertise for help
with the entire incident response process. More»

Recover from Cybersecurity Incidents

Cyber Extortion and Data Recovery Experts

and SentinelOne Get help from third-party cyber extortion and data

Arete’s Managed Detection and Response solution recovery specialists to return your business back

is a 24/7/365 fully managed and monitored service, to normal after a cyber incident. More»
leveraging SentinelOne’s patented Al-Driven Singularity

platform. Cyber experts can help reduce the attack

surface, make you aware of software updates and

dangerous vulnerabilities in real time, reduce malware

risks and help identify security issues to improve overall

enterprise security. More»

@ GET EVEN MORE RISK PROTECTION FOR LESS
Looking for other offerings to bolster your organization’s cyber strategy? Be sure to explore
the other risk management services available at a discounted rate for policyholders.
Visit TheHartford.com/cybercenter for access.

RAMP UP YOUR CYBER COVERAGE.
For more information, contact your agent from
The Hartford and visit TheHartford.com/cyberchoice

For technology focused business, visit TheHartford.com/failsafe THE
HARTFORD

Business Insurance

Third-party service providers discussed herein, though not affiliates of The Hartford, are pre-approved by The Hartford to provide cyber-related services. You are not required to Employee Benefits

avail yourself of their services. Sharing any information with any such vendor is at your sole discretion. References to any vendor are provided for your convenience only and are Auto
not intended as a substitute for your own due diligence and selection of vendors to suit your company’s needs. The vendors are independent contractors that charge their own
rates. Discounted rates offered by any vendor are not offered by The Hartford, nor on any premium for a policy of insurance. Any such vendor discount is subject to change without
notice and is not guaranteed by The Hartford. The Hartford does not warrant the performance or services of the vendors or their websites. The Hartford assumes no responsibility
for the control, correction or legal compliance of your cyber security measures or other business practices and operations. Notice of any claim, act, fact or circumstance to a vendor
does not constitute notice thereof to The Hartford. Approved vendors are current as of January 2023 and may change at our discretion at any time, with or without notice.

Home

The Hartford Financial Services Group, Inc., (NYSE: HIG) operates through its subsidiaries, including underwriting company Hartford Fire Insurance Company, under the brand
name, The Hartford®, and is headquartered at One Hartford Plaza, Hartford, CT 06155. For additional details, please read The Hartford’s legal notice at www.TheHartford.com.
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https://ewcstatic.thehartford.com/thehartford/the_hartford/files/MM/knowbe4-awareness-training.pdf
https://cybercenter.thehartford.com
https://cybercenter.thehartford.com
https://cybercenter.thehartford.com/threatdetectionform
https://www.thehartford.com/cyberchoice
https://www.thehartford.com/failsafe
https://www.thehartford.com/resources/cyber-liability-incident-response
https://s0.hfdstatic.com/sites/the_hartford/files/cyberchoice-firstresponders-services.pdf
https://www.thehartford.com/cybercenter

