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WHAT IS RANSOMWARE?

It’s a type of malicious software that 
prevents users from accessing their data 
or systems until a ransom is paid. 40%

increase in global 
ransomware attacks over 

the last year1

MOST COMMON ATTACK VECTORS2

Email phishing Remote Desktop 
Protocol (RDP) 

Software 
vulnerabilities

35.04% 22.22% 11.97%

average ransom payment2

+106% from Q2 2022

average downtime an 
organization experiences 

following a ransom attack4

RANSOMWARE 
IMPACTED 
COMPANIES BY 
SIZE (EMPLOYEE 
COUNT)2

$740,144 20 days

1  https://www.zscaler.com/press/zscaler-2023-ransomware-report-
shows-nearly-40-increase-global-ransomware-attacks
2 Ransom Monetization Rates Fall to Record Low Despite Jump In Average 
Ransom Payments (coveware.com)
3 https://blog.talosintelligence.com/talos-ir-q2-2023-quarterly-recap/
4 https://ransomware.org/blog/how-long-does-it-take-to-recover-from-
ransomware-how-about-a-year/
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30%

of cyber attacks include 
data theft extortion3




