HOW CAN ORGANIZATIONS
PROTECT THEMSELVES?

TOP 5 MOST EFFECTIVE
CYBER SECURITY AND
RECOVERY MEASURES

SECURITY RATING APPLICATIONS
provide a quantitative measure of
cyber risk by assessing a company’s
external network security posture

including areas such as open port
vulnerabilities, email security,
patching cadence and current or prior
malware infections.

Reduce the attack surface by
disabling unnecessary network
services and blocking internet
facing ports

Use multi-factor authentication SIGHT Portfollo v  Reports  Alerts  Analytics v

to mitigate phishing attacks and
attacks on remote access tools

Perform da||y backups and store Compromised Systems Diligence
backups offline

Apply principle of least privilege
to contain network breaches

Conduct frequent cyber risk
awareness training for employees
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Learn more cyber risk insights at
thehartford.com/cyber

The Hartford Financial Services Group, Inc., (NYSE: HIG) operates through its subsidiaries, including underwriting company Hartford Fire Insurance Company, under the brand name, The Hartford®,

and is headquartered at One Hartford Plaza, Hartford, CT 06155. For additional details, please read The Hartford’s legal notice at www.TheHartford.com. 23-GS-1678900 © January 2023 The Hartford


https://www.thehartford.com/cyber
https://www.bitsight.com
http://abacode.com

