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What are Cowbell Insights

Cowbell Insights are recommendations we provide to help you remediate
cybersecurity weaknesses and improve your organization's risk profile. They are
accessible to policyholders and non-policyholders alike.

The insights are generated from our continuous risk assessment process and add
details behind the Cowbell Factors™, our proprietary risk ratings. While Cowbell
Factors provide a relative rating against our risk pool, Cowbell Insights are unique to
your organization.

Like Cowbell Factors, Cowbell Insights are updated continuously. We recommend
that your security and IT staff visit the Cowbell platform frequently to review your
company's Cowbell Factors and Cowbell Insights.

|

How to Use Cowbell Insights

Each insight shows the level of security priority (High, Medium, Low), the impacted
Cowbell Factor(s), and what to do to remediate the identified security weakness.

As you are addressing the insights and taking steps to remediate their impact, the
insights will be removed from the list of identified cyber risks. Furthermore,
Cowbell Factors will be recalculated to reflect the cyber risk improvement.

The Leader in Cyber Insurance for SMEs

Cowbell makes cyber insurance accessible to all and
strengthens insureds' cyber resilience. Our policies come
bundled with extensive risk management resources so that
businesses reduce their exposure and avoid incidents.

© 2023 Cowbell Cyber, Inc. | All Rights Reserved | www.cowbell.insure | 1-833-633-8666 2
Cowbell Insurance Agency LLC, State Licenses: https://cowbell.insure/state-licenses/



@) cowbell’

Example of Cowbell Insights

Your Cowbell Insights can be
easily found when clicking on
the “Insights" tab on the menu.

Breaking down the Cowbell Insights Menu

Every insight consists of six elements:

Detailed description of Date of the
the Cowbell Insight. insight discovery.

Click here to learn how to Cowbell Factor impacted
remediate this insight. by the finding.

Content Security Policy (CSP) hea@er not implemented.

Implementing a Content Security Policy (CSP) header Cowbell Fund

- : = el 4 W/ Furics HIGH 01/25/2022
= helps to protect against cross-site scripting and Cyber Transfer

l clickjacking ?

Recommendation:

Consider implementing Content Security Policy (CSP) header to e
protect against cross-site scripting and clickjacking. Severity of the finding.

Name of the organization or
Cowbell Connector from where
the Insight originated.
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Commonly Reported Cowbell Insights

Example 1: Use of Remote Desktop Protocol (RDP) | Severity: High

Detected open port:

» port: 8880 g Cowbell W Network
= name: http Cyber Security
» praduct: Cloudflare http proxy

HIGH 01/25/2022

Explanation:

RDP is a component of Microsoft Windows that is used for remote
maintenance of devices. It is commonly used by IT staff to remotely maintain
employee desktops or by third parties to remotely maintain equipment. RDP is
a common vector for ransomware attacks, and RDP communications need to
have adequate protection.

Most Impacted Cowbell Factor: Network Security

Remediation:
» Disable RDP services if you don’t need them.
e Secure port 3389: add a firewall rule to only allow access from known IP
addresses.
e Only allow access to port 3389 via a virtual private network (VPN).

Cowbell Insights answer the following questions:

@ Which cyber risks are potentially impacting my organization?
@ Which Cowbell Factors are impacted by the findings?

@ How can | remediate the discovered security weakness?

All Cowbell Insights are derived from Cowbell's ® o ¢
=0 Derived from proprietary risk rating Factors (Cowbell Factors). e e ¢
—~% Up-to-date data That means that the data is always current and ® o ¢

relevant to your business. ® o ¢
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Example 2: Multi-factor Authentication (MFA) | Severity: High

Microsoft B Cloud
- Require MFA for administrative roles HIGH 12/09/2021
¥ L u Secure Score Security

Explanation:

When the Cowbell Connector for Microsoft is activated, Cowbell gains
visibility into the security configuration of your Microsoft environment
(Office 365 and other Microsoft collaboration tools, Microsoft Azure).

Cowbell Insights, as shown in the above screenshot, indicate that MFA is
not yet implemented for Microsoft's Administrator roles.

MFA is an authentication method that requires a user to provide two or
more identity authentication factors to gain access to a resource - in this
case, your Microsoft Administrator account. This decreases the likelihood
of a successful cyber attack.

Most Impacted Cowbell Factor: Cloud Security (via Microsoft Secure Score
Connector).

Remediation: Enable MFA on your Microsoft Administrator account.

Example 3: Information Only | Severity: None

4 Cowbell
Y Subdomain found: ftp.sanchezplumbinginc.com (2 of 3) = W G pein INFO 01/06/2022
Cyber Aggregate

Explanation:

As we scan and gather Information about your publicly facing Internet
presence, we present information that is useful to IT and security personnel
but that does not immediately impact your Cowbell Factors.

Most Impacted Cowbell Factor: None (for Information purposes only).

Remediation: No remediation required.
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Example 4: End of Life Software / Software Patching | Severity: Low

Identified use of jQuery(@1.11.3. In jQuery versions greater than or equal to 1.0.3 and
before 3.5.0, passing HTML containing elements from untrusted sources - even after

U sanitizing it - to one of jQuery's DOM manipulation methods (i.e. .ntmi{), .appendl), and
others) may execute untrusted code. This problem is patched in jQuery 3.5.0. CVE-2020-
11023 (CVSS: 4.3)

g Cowbell @ Company

1425/
Cyber Aggregate Low 01/25/2022

Explanation:

As vulnerabilities are made public, software vendors issue updates to their
products in order to nullify the threats. Unpatched systems (outdated
software) can mean easy access for bad actors. You can reduce your
organization's cyber risk exposures by ensuring all of your system software is
updated to the most current version.

Most Impacted Cowbell Factor: Company Aggregate - your organization's
overall risk rating compared to others in your Industry.

Remediation:
» Create an Inventory of your software systems and their current version
number.
e Check with your software vendors and compare your current software
versions to those currently being published.

Need more help?
You can contact Cowbell's risk engineering team at
https://cowbell.insure/contact-risk-engineering/.

Every policyholder and non-policyholder can
access our platform and benefit from Cowbell
Factors and Cowbell Insights.

More than

Insurance
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Example 5: Domain Name System (DNS) Configuration | Severity: None

Attackers may gather mare information from subdomains/subnets relating to the parent
domain, Attackers may even find other services from the subdomains and try to learn the Cowhbell . .
¥ b X Y . g B Network Security INFO 01/05/2022
architecture of the target. There are even chances for the attacker to find vulnerabilities as Cyber
the attack surface gets larger with more subdomains discovered

Explanation:

The (DNS) is the protocol that makes the internet usable by allowing the use
of domain names and routing communications to the correct address. There
are many known cyberattack vectors based on improperly configured DNS
settings. If your DNS is not properly configured, cybercriminals may gain
insights into your network topology, presenting opportunities to launch a
cyberattack.

Most Impacted Cowbell Factor: Network Security

Remediation: Ensure that your organization's DNS records are properly
configured and secured.

Cowbell Insights provide valuable information for you to improve your organization's
risk profile. Fixing identified security weaknesses can mean the difference between
a successful and unsuccessful cyberattack and will improve your insurability.

For cybersecurity, a simple rule often holds true: You don't need to be perfect, you
just need to be better than your neighbor.

By implementing the suggestions from Cowbell Insights, you automatically become a
less attractive target for cybercriminals.

Cowbell Insights are continuously generated
recommendations provided by Cowbell to help
businesses improve their cyber risk profile.

Real-time

Recommendations
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